Technology Innovation
Services & Platforms

n Al Platform

Hitachi has put together an artificial intelligence (AI) platform that provides an effective
way to go about solution development utilizing the latest AI techniques and to satisfy
diverse customer requirements.

The core elements of the Al platform include open source software (OSS) for deep learn-
ing and other applications that make up the platform’s suite of Al and analytics software,
Hitachi’s distinctive Al techniques [Hitachi AI Technology/H (AT/H) and machine learn-
ing constraint programming (AT/MLCP)], self-growing dialogue Als, and explainable Als
that can explain their reasoning.

The platform also hosts data processing software required for preparing data for use in
Al including data cleansing and blending, and a hardware environment for effective com-
puting that includes general-purpose computing on graphics processing units (GPGPU)
and complementary-metal-oxide-semiconductor (CMOS) annealing machines. These ele-
ments are implemented in a research and development (R&D) cloud where not only can
data scientists and researchers further enhance the platform, but people from business
divisions can easily create and prototype new solutions.

The intention for the future is to make the environment available to customers and other
partners and to build a solution ecosystem.

Creation of
solutions using Al
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Data scientists, Business divisions,
researchers, and customers, and
engineers partners

Research and
development

Open
Al Platform innO\F/)ation

Al and analytics AT/ Explainable = Self-growing w
software MLCP Al dialogue MATLAB* o

Node-RED*

Hardware CMOS annealing machine @@

Data processing

Data cleansing Data blendin
software g g

R&D cloud

Al: artificial intelligence  AT/H: Al Technology/H AT/MLCP: Al Technology/ machine learning constraint programming

CMOS: complementary metal-oxide-semiconductor GPGPU: general-purpose computing on graphics processing units FPGA: field-programmable gate array
R&D: research and development

* See “Trademarks” on page 158.
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Multi-Al Control Technology that Uses Competitive
Self-play Learning without Relying on Actual Data

In general, AI that uses machine learning such as deep learning, predicts and makes deci-
sions based on what it has learned from a large set of actual data prepared by humans.
This makes accurate prediction or decision-making difficult in situations where such large
amounts of data are not available. It has been considered that the use of conventional Al is
not practical in applications such as supply chain optimization where data is spread across
a number of different business entities, given the difficulties of bringing all of the data
together in one place.

In response, Hitachi has developed a multi-AI control technology that utilizes compet-
itive self-play learning with the aim of creating a system that can control an entire supply
chain. In the AI technology developed, by installing an AI agent using deep learning in
each business entity, an Al group in which these AI agents are interlinked is utilized. A
plurality of such AI groups are generated and these AI groups compete with each other
on their computers to learn how to make optimal decisions while also generating large
amounts of data. By embedding procedures for hybridization and evolution of the Als
in the competition process, they learn to make deci-
sions that are optimal in broad perspective, meaning
there is coordination between Al agents. When this AI Al groupa Al group
technique was used in the Beer Game (a supply chain s d FMLEHEE

simulation game), it showed that costs due to over- Y. T
stock and stockout can be reduced to one-quarter the

. Hybrdlzatlon_/\/l * New Al rou
amount compared to when decisions are made on the § 1 g Lt

basis of human experience. % = 3 :
In the future, Hitachi intends to incorporate the new ToSelectiony4 Total losses: =99  Total losses: =74

Al technology into services and products and utilize
it in its Social Innovation Business in a wide range of
fields including electric power, logistics, and finance. Bl Competition between groups of Als

Competition
and evolution

R: retailer W: wholesaler D: distributor F: factory

n Data Scientist Training to Expand Digital Solutions

Human resource development is an important
management issue for expanding the business of

.. . o Enhanced ability to

dlgltal services. i Gl deliver solution);
(Hitachi companies in Japan and elsewhere®) ’
Hitachi is taking steps to train its data scientists fpr the entires Sl
to help satisfy diverse customer requirements for Identify and . USe oAl
utilizing data. What this means in practice is the Corablems community p|atf0rm
devising of a new training program that defines the Top-cl h p
. . . . Top-class researchers s Further advances
business knowledge and data analysis skills require- o) (with doctorates) . in core
. ) Al and data analysis specialists technologies

ments fOI' not Only the IT sector bl.lt also n Oper_ \I 2) OT domain and data utilization specialists

ational technology (OT) sectors such as railways
and industry, and also the skills requirements for Sﬁif;i?é.‘;li'.té?g'}?;'&%dmgs Capemian, G
top-class researchers who deal with advanced Al . . - .
. Bl Data scientist training to expand digital solutions
technologies.
Various issues that confront data scientists are
dealt with by establishing a professional community that encourages the discussion of ways
of resolving problems together with case studies of AI and other advanced technologies
and the sharing of know-how. The specific objective is a community of experts capable of
addressing diverse customer problems and needs while also acquiring the latest Al tech-
nologies. Their mutual enlightening and practical learning are encouraged in parallel with
the exchange of information and advice among top-class researchers and practitioners
with experience of digital transformation from Japan and overseas.
Hitachi intends to establish ways of assessing data scientist skills in quantitative terms,
and in the future to make an ecosystem towards societal problems, with skills requirements
and training programs being made available to customers and other partners.

134




Deep Learning Technique for Autonomous Control of
Entire Robot Body that Combines Pre-learned Actions

In order to make greater use of robots that support human activities as a means of over-
coming the severe labor shortages resulting from the low birth rate and aging popula-
tion, Hitachi has developed a deep learning technique that eliminates the large amounts
of programming needed to implement such robots, which has impeded their wider use.
The technique works by executing pre-learned actions at appropriate timings, having first
determined whether or not the situation the robot finds itself in is one that it has learned
before. A human operator only has to remotely operate the robot once to teach it specific
actions, such as grasping an object and moving. Having done so, the robot is then able to
combine these learned actions under autonomous control.

To test this, firstly, an actual robot was trained to learn several different actions (approach-
ing a door, opening the door, and moving through the door). The test demonstrated that
the ability to open and pass through a door, a series of different actions that involves the
entire body, both upper (hand actions) and lower (movement), working together, could
be acquired in a few days by first learning the individ-
ual actions and then performing these learned actions
together.

As the technique is suitable for use in a wide range
of robot applications such as daily-life support and
assembly work, Hitachi intends to continue develop-
ing it for commercialization, including work on reli-
ability and functional improvement.

Note that the work described in this article was
undertaken as joint research with Professor Tetsuya
Ogata’s Laboratory at Waseda University.

B Learning how to open and pass through a door (left) and oper-
ation under autonomous control (right)

B Decentralized Security Operation
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The speed of cyber-attacks is rising every year, with a growing risk of multipole sites com-
ing under attack over a short period of time. This is putting a limit on how much organi-
zations can do to defend against such attacks on their own and making it more important
than ever that they share information and work together.

It is against this background that Hitachi has developed technology for decentralized
security operations that simulates incidents to assess their impact, sharing incident infor-
mation across organizations. The incident simulation draws on Hitachi’s IT and OT knowl-
edge to establish an environment that models

that of the actual systems and involves sim-
ulating cyber-attacks in this sandbox envi-
ronment to assess whether they will impact
actual systems. Organizations can use the
technology both to prevent incidents at their
own sites and to share the simulation results

Multiple organizations

with other organizations so that they too

Sharing of incident data*;‘./ \A_.J ..

Incident simulation as a means of defense

Organization Utilize IT and Simultaneous
where incident - OT knowledge K%% simulation of
occurred tosimulate |_mEm] different types

actual I of system

environment
A Assess impact on
al actual systems

can pre-emptively put measures in place to

defend themselves.

To test how well the technology works,
Hitachi’s Open Laboratory Yokohama
received monitoring data used for incident
analysis from the Information Technology

sw.I0§3e|d 8 SOIIAIRS :uoneaouu] A3ojouyday

Other
alue

organi- " —_
zations « -"I‘
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Center at Keio University and undertook
testing in a sandbox environment it estab-
lished for the incident simulation. The [ Decentralized security operation
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results indicated that incident simulation would take only 15 minutes to identify which
in-house systems would be affected by an attack.

In the future, Hitachi intends to use the technology to help improve the security of
social infrastructure by extending its use to the electricity and other industries.

n Cybersecurity for Automobiles

The spread of connected cars and autonomous vehicles means that cyber-attacks on auto-
mobiles are becoming a serious problem. Keeping vehicles secure requires both ways of
improving their ability to defend against cyber-attack and of minimizing the consequences
of any such incidents that do occur.

With regard to defensive measures, while secure communications of the sort used by
IT systems is essential to guard against spoofing and data tampering, the limited capac-
ities of the microcomputers and communication links in automotive systems also mean
that lightweight techniques are essential. To this end, Hitachi has developed a lightweight
authentication technique that reduces the number of communication steps required by
33% and also a lightweight encryption technique that reduces the computational and
memory requirements of encrypted communications. These techniques have been incor-
porated into over-the-air (OTA) remote updating of automotive software and into onboard
control communications using controller area network (CAN).

Meanwhile, reducing the negative consequences of cyber-attacks requires rapid
responses to reduce the risk to human life, and to shorten the length of time the vehicle is
out of operation when a cyber-incident occurs. To do this, Hitachi has developed technol-
ogy for hierarchical security operation in which the anomaly detection and response tech-
niques that run on the in-vehicle secure gateway work in tandem with incident analysis on
a center. The former continuously monitor the vehicle network for problems and, if one
occurs, put the vehicle in a safe mode in real-time, while the latter analyzes the logs sent
from the vehicle to the cloud after such a problem and quickly determines how to recover
the vehicle.

Hitachi aims to implement these techniques on vehicles to make them safe and secure.

Connected center (cloud)
Data * OTA software updating
Vehicle center * Automotive SOC

OxA183... k @ ﬁ.

Ox5EB2...

0x60D3...

Automotive SOC

Conventional
authentication (( (o

LOS ’ ] Recovery
transmission ‘

Data — o

= | =

Vehicle center
Secure gateway

Secure gateway

Secure gateway
(detection and response)

0x7BA2...

0xCD9...

Vehicle

Hierarchical
security operation

Lightweight
authentication

Reduce resources

required for encryption

OTA: over the air  SOC: security operation center OBD: on-board diagnostics TCU: telematics control unit [VI: in-vehicle infotainment
ADAS: advanced driver assistance system PT: power train

B Defensive measures for vehicles and technology for security operation
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vi Automatic Identification of Harmless Items in X-ray
Baggage Inspection Using Al

X-ray machines are used for baggage inspection at facilities such as airports and event
venues that require high levels of security.

While it has become standard practice to use systems that notify guards in the event of
detecting the shape or material of a dangerous item such as a knife or explosive device, all
baggage including those containing nothing dangerous still need to be inspected visually.
The problem with this is that it makes it impossible to process a large amount of baggage
quickly.

In response, Hitachi has developed a technique that uses Al to identify the individual
items in baggage and automatically identify which ones are threats based on factors such
as the type and density of materials. This proprietary technique identifies which items are
harmless, with consideration for detec-
tion reliability, by using deep learning
to determine their shapes together with
the extent to which X-rays pass through

Inspect visually

If all items deemed harmless:

X-ray baggage
inspection

them to estimate their weight. This allows
guards to simplify their visual inspections
of baggage that is deemed to hold nothing
threatening while only inspecting those

items in other baggage that is not identi-

fied as harmless.

In-house testing found that guards
were able to inspect approximately 40%
more baggage in a given period of time

Automatic threat

assessment by Al

than when all baggage was inspected @
visually. ‘W’
Hitachi intends to use this technology

to contribute to making society safer and
more secure.

& Venue Kokubuniji
Location  South gate 2
Time of scan9:29:18

[ s |

No problem

e inspection
equire

&/ Venue Kokubuniji

Location  South gate 2
Time of scan 9:32:35

No problem

Identification of harmless items by X-ray baggage inspection system

n Explosives Detection System for Railways

Hitachi has built a prototype explosives detection system intended as an anti-terrorism
measure for public transportation services such as railways or buses.

Recipes for powerful improvised explosives made from everyday materials are in wide-
spread circulation, with explosives being used in roughly half of all terrorist attacks. Japan,
too, has seen many instances of home-made improvised explosives. While this makes
explosives detection an important anti-terrorism measure, it is impractical in the case of
public transportation to screen all passengers and bags.

To deal with this, Hitachi has developed an on-site
system with two functions: monitoring of the air and
the identification of chemical residues present in the
vicinity of suspicious objects. The system uses an
internal mass spectrometer to monitor the air in the
vicinity of the installation location so as to be ready
to detect the dispersal of poisons or other harmful
substances. In the event of an unattended bag or other
suspicious object being found, the system can also use
a swab sample taken from the exterior of the bag, for
example, to identify any chemical residues that are
present. Travelers can be evacuated from the site if the
result indicates the presence of an explosive. If not, the
object can be treated as lost property.

Hitachi Review Vol. 68, No. 2 264—265

B Artist’s impression of explosives detection system installed on
railway station platform
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As well as continuing with the development of security equipment for public transpor-
tation services, Hitachi also intends to proceed with commercialization through collabora-
tive creation with customers.

n Integration and Analysis of Infrastructure Maintenance
Data to Achieve Urban Resiliency

To implement a platform for integrating infrastructure maintenance that can help to
improve the resilience of social infrastructure to disaster and make its maintenance more
efficient, Hitachi has developed the following technologies to address the challenge of
finding ways to integrate sensor data with wide-area data including weather data that is
anomalous in terms of timing or location, and to collect large amounts of sensing data in
compressed form.

(1) A technology for the integrated processing of spatiotemporal data that generates infor-
mation by analyzing a combination of different types of data.

(2) An Internet of Things (IoT) technology for the compression and wireless transmission
of data from sensors fitted to infrastructure.

Trials have been conducted to assess the usefulness of these technologies in readiness
for practical deployment. This has included using them to detect leaks from water pipes
and display repair work priorities based on the spatiotemporal integration of leak sensor
information and data on year
of pipe installation, to display
which locations should be the

first to be restored durlng a During normal operation: Provide timely During disaster: Provide service

disaster based on the spatio— repair priorities based on current and restoration priorities that take account
historical condition of infrastructure

temporal integration of infor-
mation such as that from leak
sensors or relating to critical
infrastructure, and to com-
press sensor data by a fac-
tor of a thousand to facilitate
transmission. Wide-area data (existing)

In the future, Hitachi intends « Water St
[ * Sl

to run demonstration projects wireless

vibration . Piping Floodin;
. 3 N network information g
that use these technologies, and s vaie
: { « Earthquake, maintenance
to help enable more efficient I etc integration platform
7 Weather infrastructure

maintenance and make cities

resilient to disaster. IoT: Internet of Things

B Integration and analysis of infrastructure maintenance data to achieve urban resiliency

m Demonstration of Edge Computing Business Case with
Multi-vendor Coordination

Amid interest in edge computing for the processing and analysis of the large amounts of
data generated by the IoT close to its point of origin, Hitachi is participating in a multi-ven-
dor consortium for building a testbed that aims to diversify the associated functions.

In practice, this involves building a testbed for connecting to and exchanging data
with: (1) Three-dimensional light detection and ranging (3D LiDAR) from Hitachi-LG
Data Storage, Inc. used as the control edge that generates data on people, objects, and
machines, (2) Gateways from Cisco Systems G.K. and Dell Japan Inc. as the OT edge that
collects data from the field, (3) Hitachi’s OT data collection platform as the IT edge that
processes and analyzes data at the on-ramp to the cloud, and (4) The enterprise cloud of
NTT Communications Corporation that handles data analysis and archiving.
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The findings from this

work relating to the use of
s : Control edge oT edge Datl;r :::geSSin Daglgnl;? sis
edge computing for data Data generation / Data collection processing Y
and analysis and archiving

compression and privacy -
protection were promoted by - Dell Hitachi
exhibiting them as a demo at Gateway OB d':Fa NTT
. . : collection Communications -
he Fog Worl nor 201 Hitachi LG Cisco .
L Td Og ho gSC: gThess 10 8 3D LIDAR Critany platform Enterprise cloud FWC 2018 demo
eld in the . 1he plans

for the future include utiliz- FWC: Fog World Congress Hitachi LG: Hitachi-LG Data Storage, Inc.
i i 3D LiDAR: three-dimensional light detection and ranging Cisco: Cisco Systems G.K.
1ng the testbed for retaller’ Dell: Dell Japan Inc. NTT Communications: NTT Communications Corporation

i

factory, and elevator moni-
toring use cases to verify the
business case.

[ Testbed for edge computing with multi-vendor coordination

m Hardware Accelerator for Faster Big Data Analytics

Big data analytics is becoming increasingly important, involving the interactive analysis of
large amounts of data using different conditions and a variety of perspectives and its use
in services and other activities. Recent years have also seen the growing availability of OSS
such as structured query language (SQL) on Hadoop™ that enables data in Hadoop to be
analyzed directly using SQL, the de facto standard for relational databases. On the other
hand, large computing clusters are needed to achieve interactive execution speeds, some-
thing that is difficult to achieve when space or equipment is limited.

Hitachi has developed an accelerator for SQL on Hadoop that speeds up execution by
reducing the amount of in-memory processing performed by the central processing unit
(CPU) prior to execution, also offloading the data selection and statistical operations avail-
able in SQL to a field-programmable gate array (FPGA) capable of pipeline processing at
the same time as handling complex conditional decisions. By providing speeds faster than
CPU execution, the accelerator enables high-speed analysis systems to be implemented
even on small computing clusters.

The intention for the future is to expand the scope of application of the technology by
adding to the range of supported OSS.
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* See “Trademarks” on page 158.

Network
Analysis tool

SQL on Hadoop Offloading
query engine

Selection and
statistical calculation

Main memory

Processed data

Accelerator
Data to be analyzed

Distributed
data store

Hadoop computing cluster
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SQL: structured query language FPGA: field-programmable gate array

& Runtime environment for SQL on Hadoop accelerator
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m Expanding Use of OSS on Lumada

A wide variety of companies in recent years have actively pursued an approach to function
development that is based on open innovation, working cooperatively in the OSS develop-
ment community.

Hitachi has adopted the open source Node-RED" software, an industry standard for
the IoT, as an application development environment for Lumada. In the development
community, meanwhile, it has led developments that include Git integration, data per-
sistence, multi-language support, and Node generator. Node generator in particular is a
tool that assists with the development
of connectors, providing users with
a quick way to develop connectors
for connecting Node-RED to exter-
nal systems. Hitachi has gathered
considerable outside opinion going
right back to when the function was
first proposed to the community and

EZ\S/eblZ;?n(il;ltC;tgctzf(;;;actev?ilt?lcltllsoet (1) Automatically generate Connecten (2) Access external
connectors from AP service via connector
needs, leading to greater use both specification
inside and outside Hitachi.
In the future, Hitachi intends to Node generator ” Service mesh |
expand open technical development !
and be quick to develop functions 4 ~
that take account of user needs by API specification REST API
also working with the development External service container

community for standard OSS that i ,
. . Container execution platform
supports the implementation as

micro-services of applications such as Public or private cloud

containers and service meshes.

* See “Trademarks” on page 158.

API: application programming interface REST: representational state transfer

B Node generator tool for assisting with the development of connectors

System Operations Spanning Multiple Companies for
Blockchain Systems

Blockchain has attracted interest in recent years as a technology to enable reliable business
transactions and data sharing among companies. Blockchains have adopted the features of
“smart contracts,” which are programmable user-defined business logic for business con-
tracts and transactions and are executed over blockchains while establishing consensuses
among companies. Blockchain-based systems will consist of computers owned by individ-
ual companies. This will trigger a problem about system-wide operations (e.g., updating
of smart contracts) due to the necessity to unify and/or adjust operational procedures and
schedules among companies on the blockchain. To overcome this problem, Hitachi has
developed a system operations technology for blockchain-based systems.

In this technology, Hitachi has focused on the point that blockchain-native features
such as “smart contracts” and “distributed consensus” can also be applied to system oper-
ations and management. This technology defines system operations as a smart contract
so that unified and synchronized operations across companies can be executed effectively
based on the smart contract while establishing consensus among the computers that con-
stitute the blockchain-based system.
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In the future, Hitachi intends to continue with research and development on blockchain
including this technology, thereby contributing to achieving its aim of using blockchains
for cross-industry coordination to create the super smart society.

Define system operations as smart contracts (operational smart contracts)

(1) Synchronize operations across all companies by consensus establishment on blockchain

(2) Unify operations by embedded operational policy (including procedure and timing) as code
in smart contract

| |
Company A | Company B | Company C
I I
I I
Business smart (1‘) Business smart (1‘) Business smart
. 5 contract” contract contract
Hitachi Establish Establish
operations consensus consensus Backup( )
technique: Operational ~ Operational _ Operational bcormjgd:kucompre“/
smart contract smart contract smart contract éjv:r'jle;;e:f"ta“gz

Execute « Timing: (every 23:55)

\

Execute :

operatlons : ' operations |~ OR (on demand)
|
|

Synchronized operations
(Example: Unified smart contract
updating or taking of snapshots

(2) Execute
operations based '
on smart contract

based on the smart contract)

Network

(2) Execute operations (2) Execute operations (2) Execute operations

Manager A Manager B Manager C

Conventional:

* Business smart contract: A smart contract that defines the logic for a business transaction

EB System operations for blockchain systems

m CMOS Annealing Machine

Hitachi’s Social Innovation Business will in the

Completed system

future have a need for more efficient ways of Compl(?ted —
ront’

solving combinatorial optimization problems to
enable the optimization of infrastructure systems.
As a means of achieving this, it has developed a
CMOS annealing machine that works on a new
principle.

There are a number of ways of implementing an
annealing machine. CMOS annealing machines
use semiconductors and can achieve large scale
by connecting a number of chips together. Hitachi

has built an annealing machine by connecting
25 FPGAs (a type of reconfigurable semiconduc-
tor chip) together and has demonstrated its ability

@ World-largest 100-kbit CMOS annealing machine
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to run combinatorial optimization problems. At 100 kbit, the new machine is currently the
largest ever built".

In the future, the practical realization of new computers will require the development
not only of computer hardware but also of software for putting the hardware to use and
applications that can run on the computers. The 100-kbit machine will be made available
on the cloud to accelerate application development through collaborative creation with
partners.

* As of December 2018, based on research by Hitachi.

m Flash Storage

Companies are actively pursuing the use of data to create new businesses and business
value. To handle the high-capacity and high-frequency data input and output that accom-
panies this, flash storage capable of high-speed data access is being installed at customer
data centers.

As the unit price of the flash memory used to store data in flash storage remains high,
it is commonplace these days to seek to improve storage efficiency by measures such as
compression and deduplication.

For the latest Hitachi Virtual Storage Platform, Hitachi has developed two compression
and deduplication methods; the first prioritizes quick response by performing duplication
checking after the data is written, and the second prioritizes throughput by checking while
data is being written. The storage system also monitors access patterns (such as data size
and the access locality) and automatically switches between the two methods.

This technology makes it possible to consolidate data from different types of application
to one storage device, including online applications that require a quick response and data
analyses that require throughput.

Prioritize throughput

AT Onli licati Large size D lysi
updating of nline applications data updating ata analysis

small size data ‘
HHH N
Deduplication S\L’J\z;)(:hia:lgc Deduplication

between
Re-read data after modes

response complete

e P P P D

E Hitachi Virtual Storage Platform

SSD: solid state drive

B Automatic selection of data quantity reduction technique
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